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ATISN 14035 
 

 
 
6  July 2020  

   
Dear  
 
ATISN 14035 – Test, Trace and Protect 
 
Thank you for your request to the Welsh Government for information under the Freedom of 
Information Act (2000) received on 08 June.  I have interpreted your request as follows: 
   

1. Details of how personal data under "Test, Trace and Protect" Strategy is processed 
in accordance with the key data management principles set out in the "General Data 
Protection Regulations" and "Data Protection Act 2018", and  
 

2. Information setting out how the personal data gathered using the "Systems Study 
App", and statistics generated from the data, is anonymised to comply with the key 
data management principles set out in the "General Data Protection Regulations" 
and "Data Protection Act 2018". 
 

Test Trace Protect Strategy 
The operational aspect of the Test, Trace and Protect strategy is delivered by Public Health 
Wales, supported by digital systems which are managed by the NHS Wales Informatics 
Service (NWIS). Welsh Government does not process data in relation to Test, Trace and 
Protect so I would therefore refer you to contact those two organisations in order to provide 
you with the information you have requested.  
 
The Freedom of Information contact details of Public Health Wales and NWIS are as 
follows:  

Public Health Wales 
2 Capital Quarter, Tyndall Street, Cardiff, CF10 4BZ 
Email: foi.phw@wales.nhs.uk 
Phone: 029 2010 4308 
 
NHS Wales Informatics Service 
Ty Glan-yr-Afon, 21 Cowbridge Road East, Cardiff, CF11 9AD 
Email: nwis_foirequest@wales.nhs.uk 

 
 
Zoe Symptom Study App 
Data from the Zoe COVID-19 Symptoms Study app is shared with NWIS and with SAIL. The 
following information has been provided by SAIL in regard to how this data is shared: 
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Data from the Zoe COVID-19 Symptoms Study app is managed under the standard 
SAIL operating processes and procedures including long established de-identification 
procedures. These processes have been operating for in excess of ten years in 
association with NWIS. SAIL stands for Secure Anonymised Information Linkage. 
The SAIL Databank securely stores and makes use of anonymised person-based 
data for research to improve health, well-being and services. 
 
Zoe Global splits the app data is into two files. ‘Content’ data, such as information 
relating to an individual’s symptoms, together with only the first three characters of 
their postcode and not their name or exact age, is passed as ‘File 2’ data directly to 
SAIL. Data that contains identifiers such as name, address, or exact date of birth, is 
sent as ‘File 1’ data to NWIS, who work under a defined processing agreement, to 
replace identifiable data with an anonymised linking field, or ‘ALF’. The ALF is 
encrypted before it is passed to SAIL. The identifiable app data is permanently 
deleted by NWIS within 14 days of the transfer to SAIL, and NWIS are contractually 
obligated to not use such data for any other purpose.  
 
The ALF allows SAIL to link with de-identified health records which are already within 
the SAIL database, along with the relevant symptom data provided by Zoe. SAIL 
further encrypts the ALF, so that there is in effect ‘double encryption’ to ensure that 
data security is to the highest possible standards. Further there are strict operating 
procedures and controls in respect of staff who manage and process the data, 
including controls on employment and appropriate vetting. Both SAIL and SAIL’s 
underpinning infrastructure SeRPUK are accredited to IS27001 and have UK 
Statistics Authority Digital Economy Act accreditation. Project level approval for SAIL 
data and output controls are carefully managed and monitored through a defined 
Information Governance Review process and output control policy, to ensure no 
potentially disclosive information leaves the databank.  
 
The processes that are in place in respect of the processing of Zoe data are 
governed and managed by a defined data sharing agreement between the parties 
which specifically references the requirement to comply with the privacy policy of Zoe 
Global Ltd as applicable to users of the app. The privacy policy can be found here: 
https://covid.joinzoe.com/privacy. 
 
The data sharing agreement further places a requirement on the parties (Swansea 
University, NWIS, Zoe) to comply with the provisions of the General Data Protection 
Regulation 2016 and the UK Data Protection Act of 2018 through the measures and 
processes employed during processing. Given the legal requirements placed on the 
parties and the practical operational measures employed, both SAIL and Zoe 
consider the processing to be fair and lawful whilst providing the highest level of 
protection to individual data subjects. 

 
If you are dissatisfied with the Welsh Government’s handling of your request, you can ask 
for an internal review within 40 working days of the date of this response.  Requests for an 
internal review should be addressed to the Welsh Government’s Freedom of Information 
Officer at: Information Rights Unit, Welsh Government, Cathays Park, Cardiff, CF10 3NQ or 
Email: Freedom.ofinformation@gov.wales 
 
Please remember to quote the ATISN reference number above.     
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You also have the right to complain to the Information Commissioner.  The Information 
Commissioner can be contacted at:   
 
Information Commissioner’s Office,  
Wycliffe House,  
Water Lane,  
Wilmslow,  
Cheshire,  
SK9 5AF  
 
However, please note that the Commissioner will not normally investigate a complaint until it 
has been through our own internal review process. 

Yours sincerely, 

 

 


