
Risk assessment  
 

Risk assessment involves the analysis of each identified risk to establish the 
probability of occurrence and impact on the Programme (and/or Delivery Plan) to 
which it relates.  Risks will be continuously assessed throughout their life and that of 
the Programme as further information becomes available. 
 
Risks will be assessed against two key factors and categorised based on the scoring 
system detailed in the tables below: 

 
 Likelihood - likelihood of risk occurring 
 Impact - potential impact of the risk on the objective/outcome 

 
Impact 

 
  Score Effect 

Low 1 
Minimal loss, delay, inconvenience or interruption. Can be easily 
and quickly remedied 

Low/medium  2 
Minor loss, delay, inconvenience or interruption. Short to medium 
term effect 

Medium 3 
Significant waste of time and resources. Impact on operational 
efficiency, output and quality. Medium term which may be 
expensive to recover 

Medium/high  4 
Major impact on costs and objectives. Serious impact on output 
and/or quality and reputation. Medium to long-term effect and 
expensive to recover 

High 5 
Critical impact on the achievement of objectives and overall 
performance. Huge impact on costs and/or reputation. Very 
difficult and possibly long term to recover 

 
Likelihood 

 
  Score Probability 

Low 1 
Rare (0-5%). The risk will materialise only in exceptional 
circumstances 

Low/medium  
2 
 

Unlikely (5-25%). The risk will probably not materialise  

Medium 
3 
 

Possible (25-75%). The risk might materialise at some time 

Medium/high  4 Likely (75-95%). The risk will probably materialise at least once 

High 5 
Almost certain (>95%). The risk will materialise in most 
circumstances 

 
The two scores are then multiplied together to generate an overall Risk Score: 

 
 Potential Impact x Likelihood = Risk Score 

 
  



Risk categorisation based on score 
 

The management of, and response to, a risk will vary based on the overall score 
assigned to each risk.  The table below identifies the categorisation of risk based on 
overall score and thus the appropriate response in each instance. 

 
Risk Score Risk Category 

1 – 4 
(GREEN) 

Manageable Risks: The Programme / Project is content to carry these risks.  
No further escalation will take place but on going assessment to monitor and 
control the risk should occur   

5 – 14 
(AMBER) 

Material Risks: Risks categorised as material on the programme level risk 
register will have the escalation process defined below applied.  Risks 
categorised as material at an individual work stream / enabling project or 
customer implementation level will not be escalated but will require close 
monitoring and assessment by their owner 

15 – 25 
(RED) 

Significant Risks: The Programme will be most concerned about these risks.  
These risks will duplicate at a Programme Level if required and staffed via 
the escalation process defined below.  In addition the Programme Board will 
be notified 

 


